SECURE COLLABORATION, WITHOUT COMPROMISE.

“Now we can
collaborate
with absolute
confidence.
Simple, elegant
and a joy to
use. And secure
beyond doubt.”

SUREDROP.
SECURE COLLABORATION
WITHOUT COMPROMISE.
100% File control

THE SAFEST WAY TO COLLABORATE

With SureDrop, you have complete control over
your files, which means you always know where
your data is stored.

You want the convenience of a file sync and share
collaboration tool, but you can’t compromise security.
SureDrop is built using high-assurance encryption best
practices, from leading encryption experts. There is no
safer way to sync and share your files.

Standards based
encryption
SureDrop uses AES 256 bit keys: first, because it’s
a bigger number than 128 and bigger is better.

Nor does it limit the functionality you’d expect
from your file sync and share solution.

Seamless management

Zero-touch encryption
key management

File fragmentation security

SureDop is fully self-governing and does not
require external appliances to generate or
distribute the encryption keys.

Highly resilient

SureDrop delivers the highest possible resilience
to data network or device failure because it
has designed-in fault tolerance and self-healing
capabilities.

Compatible with desktop and mobile

SureDrop is enabled for both desktop and
mobile devices, providing interoperability.
Intuitive app and web functionality enable
seamless file share and sync.

Effortless integration

SureDrop integrates seamlessly with your
enterprise architecture, or that of your
communications service provider.

High-Assurance
Security

Anti-Virus and DPL

SureDrop supports both anti-virus and data loss
prevention (DLP) software APIs.

+

SureDrop’s ‘unbreakable’ encryption security
design does not compromise performance, nor
ease of use.

Second, it provides longer-term data protection.

Based on Senetas’ secure client-side key
management; Suredrop ensures the encryption
keys stay with you and you alone.

A fully autonomous solution

Sync In
Real-Time

Fully featured

Standards-based encryption

The SureDrop client is remotely deployed using
a silent install option and automatically updates
as required without IT intervention.

With all the file sync and share tools and functionality
your people have come to know and love,
giving them ‘anywhere’, and with ‘anyone’, file
collaboration, the difference between SureDrop,
Dropbox and Box is the ‘unbreakable’ encryption
security we deliver.

File Fragmentation
Security

That’s why Senetas encryptors protect much of the
world’s most sensitive information; from government and
defence data to commercial IP and transactional data
in more than 35 countries.

AES 256bit standards-based encryption
algorithms provide maximum data security.

IT’S THE DROP BOX SOLUTION YOU CAN
USE, AND YOUR IT DEPARTMENT WILL LOVE.

Auto-Redundancy
File Copying

Our high-assurance network encryption solutions are
certified by the world’s leading independent testing
authorities as suitable for Government and defence use.

State-of-the-art zero-touch encryption key
management. Only your IT department has
possession of and access to the encryption keys.

Unlike most sync and share solutions, with SureDrop
you always know where your data is being stored; so
you can maintain 100% control over file location and
jurisdiction.

Always
Available

SENETAS IS A WORLD LEADER IN HIGHASSURANCE NETWORK DATA ENCRYPTION.

Maximum customer file security

MAINTAIN CONTROL OVER DATA LOCATION
AND JURISDICTION

Share Any File,
Anywhere

SENETAS HIGH-ASSURANCE ENCRYPTION
SECURITY EXPERTISE FOR ENTERPRISE
AND GOVERNMENT

Unlimited file size

Unlike some synch and share applications,
SureDrop places no limits on the size of file you
can upload.

100% redundancy

SureDrop enables unlimited file copying.
Whatever your policy for backup and recovery,
it automatically copies files to the correct
location.

Whether your encryption files are stored on
your premises or remotely using the SureDrop
storage service, they benefit from additional file
fragmentation protection.

Zero-touch key management makes end-to-end
security effortless.

FULLY FEATURED SECURE FILE SYNC AND SHARE
Everyone in your organisation enjoys the level of mobile collaboration, interaction and productivity they need,
and without compromising your data security – it all happens behind ‘unbreakable’ encryption security.
Features

SureDrop

Dropbox

Box

Developed from a security-first principle
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Additional file fragmentation and key security
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Synch and share anytime, anywhere
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Compatible with desktop and mobile devices
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100% client-side file location control and privacy
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Secure, 100% encryption key management
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Intuitive, automatic synchronisation
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Support for all file types and formats

a
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AES encryption standards
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Unlimited file copying for backup and recovery
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Unlimited file size for upload/download
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Integration with third party/communications service providers
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Support for anti-virus and data loss prevention APIs
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Flexible user and or data volume based billing
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Automated file sharing response URL
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Support for Google Authenticator, Active Directory and ADFS
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Forensic super-user profile, above administrator role
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FLEXIBLE PAYMENT OPTIONS†
Unlike other file collaboration solutions,
SureDrop offers a range of flexible payment options.
Choose from $ per active user per month, $ per MB of
data per month, or a combination of both.

Suredrop® offers the most flexible payment options in the market. Like
all popular file sync and share products, SureDrop® is available on a
monthly,
$ per-active user license fee basis. (For SureDrop® Premium customers,
additional monthly storage fees apply.)
For enterprise or government deployments, payment based solely on a
per-active-user basis may not be suitable. That’s why we offer a choice
of payment options; $ per active user, $ per MB of data used per
month or a combination of both.
† Conditions apply. Prices are subject to change without notice.
* Excludes one-time costs that may be applicable.
** Minimum agreement term 1 year. Discounts apply for longer term
agreements.

“Most important,
aside from security, is
the fact that we always
know where our data
is being stored”

SureDrop® is brought to you by Senetas Corporation Limited, a leading provider of certified, high-assurance
encryption solutions to enterprises and governments in more than 40 countries.
Senetas encryption technology and hardware has protected much of the world’s most sensitive data without
compromising data network performance for 20 years. Our expertise is in protecting your data; whether it’s being
transmitted across high-speed data networks, stored in your data centre or up in the Cloud.
Our long established reputation in network data encryption, along with our long list of government and commercial
customers, are the best assurance you could have that SureDrop® is the most secure file-sharing tool available.

SECURE COLLABORATION, WITHOUT COMPROMISE.
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